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Connecting your Windows 8 laptop

This guide will take you step-by-step through the process of connecting your Windows 8 device to the USC
@ SouthBank wireless network at USC’s SouthBank Campus. Simply follow the instructions below:

@ Once you are logged into your laptop, right
click on the wireless icon in the taskbar

10:14 AM

(found on the bottom right of the screen) AN 28/01/2015

and choose “Open Network and Sharing

Center”.

@ On the screen

that appears
select “Set up a
new connection
or network”.

Now choose to
manually connect to
a wireless network.
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28/01/2015

Network and Sharing Center - olEl
T '\: « Network and Internet » Network and Sharing Center v & Search Control Panel »

View your basic network information and set up connections
Control Panel Home

Change adapter setiings View your active networks .

You are tly not d to any

Change advanced sharing
settings Change your networking settings
G Setup 2 new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point,

:‘ Troubleshoot problems
- Dugnow and repair network p

hi blechooti gt

, or get { ]

SCY - |
¥ Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection to the Internet,
l:t. Set up a new network
Set up a new router or access point.
‘. Manually connect to a wireless netwurk
Connect to a hidden network or create a new wireless profile
'l Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
Mexct Cancel
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@ In “Network name” type in

USC @ SouthBank (exactly as
seen here) and select WPA2-
Enterprise from the Security
type dropdown, then select
next.

You should now get a
“Successfully added
USC @ SouthBank”
message. Choose
“Change connection

@ ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: USC @ SouthBank

Security type: WPA2-Enterprise v

Encryption type: AES

Security Key: Hide characters

Start this connection autematically

[[]Connect even if the network is not broadcasting
Wamning: If you select this option, your computer's privacy might be at risk.

| Next Cancel

&¥ Manually connect to a wireless network

Successfully added USC @ SouthBank

settings”. i _
% Change connection settings
Open the connection properties so that | can change the settings.
A Properties screen WI” now appear. Select UsC @ SouthBank Wireless Network Properties ﬂ
“Security” (the second tab along the top) °°“"““°“
then press “Settings”. ety tpe:  [WPOEETE v
Encryption type: AES v
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Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Advanced settings
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@ On the “Protected EAP Protected EAP Properties Ea
Properties” window, uncheck the validate When comectings
server certificate and press the “Configure” []Verify the server's dentity by vaiidating the certificate
button. e
Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

[] Microsoft Root Authority

["] Microsoft Root Certificate Authority

[] Microsoft Root Certificate Authority 2010
[] Microsoft Root Certificate Authority 2011
[T] Thawte Timestamping CA

Notifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v |l Configure...

Enable Fast Reconnect
["]Enforce Network Access Protection
[ Disconnect if server does not present cryptobinding TLV

["]Enable Identity Privacy
II] Cancel
o Make sure the check box on the EAP Protected EAP Properties
MSCHAPvV2 Properties screen that
EAP MSCHAPv2 Properties “

appears is un-ticked (it should be
already) and press OK, and then OK

again. When connecting:

com):

0 Automatically use my Windows logon name and
password (and domain f any).

oo

| L Microsoft Root Certificate Authority
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You should be on the “Security” tab again. usc @ southBank Wireless Network Properties A

Now select “Advanced settings” _ ,
Connection = Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

OK Cancel

Once in “Advanced Settings” tick the Advanced settings | x |

“Specify authentication mode:” check box 802, IX settings | 802,11 settings

(if it is not already) and select “User [¥] Spedify authentication mode:
authentication” from the dropdown list and User authentication W e
press “Save credentials”. Delete credentials for ol users

[C]Enable single sign on for this network

® Perform immediately before user logon

Perform immediately after user logon

-

Maximum delay (seconds) 10

/| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel
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Now enter in your full USC email address kil isailie s
(username@student.usc.edu.au for Co | 802.1Xsettings 802, 11 settings
students and username@usc.edu.au for [¥]specify authenticaton mode:
staff) and press OK, and then OK again. 5 User authentication v| | Save cedentals
Windows Security ﬂ
Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to downlead updates).
H I abc123@student.usc.edu.au I
I ........l ]
OK Cancel
@ You should once again be on the USC @ SouthBank Wireless Network Properties Ea
“Security” tab. Press OK one last time to , :
Connection = Security
save all the settings for the USC @
SouthBank network you’ve just created. _
Security type: WPA2-Enterprise v
Encryption type: AES Nt

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

OK Cancel
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@ You should now see USC @ SouthBank
is connected in your list of WiFi
networks. Networks

Airplane mode

Off

(o]]

I" USC @ SouthBank
«1li

If your device was connected to USC @ SouthBank previously and will no longer connect, you will
need to remove the settings entirely and start again.

To do this, left click on the wireless icon in
the taskbar (found on the bottom right of Show estimated data usage
the screen). This will bring up the list of

wireless networks. Right click on the USC @
SouthBank network and select forget this 4 | Forget this network
network.

Set as metered connection

Turn sharing on or off

View connection properties

S AT AP LALE IRSAN RPN

Version 1.0 March 2015 USC Wireless Guide — Connecting Windows 8 to USC @ SouthBank




The best of both worlds

USC Wireless Quick Guide [aaVEiager
(«c1)

USC @ SouthBank

Please note: If your Windows 8 device does not have the wireless icon on the taskbar you can get

to the “Manage Wireless Networks” screen by going to the “Tiles Screen” and then searching for
“Network and Sharing Center”.

Search
Everywhere

network and sharing center E

Dow ¥ 1738721 -29149
FISE10C ¥ 5,311.51 4079
NIKKEI 225 ¥ 17,658.23 -109.07

Calendar

Finance

4 How vanavic sert Blues to
Wembley

il -, l”’ E

E Holocaust Survivors To Mark
Ausschwitz Liberation

If your device does not connect after following these steps please contact the Student IT Help
Desk if you are a student, or the Staff IT Service Desk if you are a member of staff.

Student IT Help Desk Staff IT Services Desk

Tel: +61 7 5459 4455 Tel: +61 7 5430 1237

Counter: Library Information Desk Counter: Level 4, ICT Centre (Building J)
Email: StudentITHelp@usc.edu.au Email: itservicedesk@usc.edu.au
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