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The best of both worlds

Connecting your Windows 7 laptop

This guide will take you step-by-step through the process of connecting your Windows 7 laptop to the USC
@ SouthBank wireless network at USC’s SouthBank Campus. Simply follow the instructions below:

@ Once you are logged into your laptop, right
click on the wireless icon in the taskbar

(found on the bottom right of the screen)
and choose “Open Network and Sharing
Center”.

Troubleshoot problems

| Open Network and Sharing Center |

@ On the screen

*—f'\
@u vldﬂ] <« Network and Internet » Manage Wireless Networks

that a ppears GC/ [SX « All Control Panel items » Network and Sharing Center
select “Manage Control P . . . ] :

. & ik View your basic network info  Manage wireless networks that use (Wireless Network
wireless o

Windows tries to connect to these networks in the order listed below.
networks” (found [ Prae spte et Usc-pe
t h | ft (t h Change advanced sharing (This computer)
settings
ontnele ) en View your active networks . Add | Adapter properties  Profiletypes  Network and Sharing Center
ou are cu

select “Add”.

Chan

ge your networking settings l Add a wireless network i

@ Now choose to manually create OO~

gifl <« Metwork and Internet b Manage Wireless Metworks

~ [ 44 | [ Search Manage

a network profile.

Manag

Windowg

Add  Ada

U 1 Manually connect to a wireless network

How do you want to add a network?

=0

MG Manually create a network profile
2

security key (if applicable).

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (551D and

= Create an ad hoc network
% This creates a temporary network for sharing files or an Internet connection
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@ In “Network name” type in USC @ o ESER
! Manually ct to a wireless networl
SouthBank (exactly as seen here)
and Select WPAZ-Enterprise from Enter information for the wireless network you want to add
the Security type dropdown, then Network name e 8 S
select next. ,
Security type: [WPAZ—Enterpli;e -
Encryption type: [AES -
Security Key: Hide characters

7] Start this connection automatically

| Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

@ You should now get a [ =R~

“Successfully added {.o) ! Manually connect to a wireless network

USC @ SouthBank”

message. Choose Successfully added USC @ SouthBank
“Change connection

settings”.

# Change connection settings
Open the connection properties so that I can change the settings.
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A Properties screen will now appear. Select USC @ SouthBank Wireless Network Properties =]
“Security” (the second tab along the top) [Comecion] Searity ||
then press “Settings”
Security type: (WPA2-Enterprise -
Encryption type:  [AES ~|

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v}![ Settings ]I

[V]Remember my credentials for this connection each
time I'm logged on

@ On the “Protected EAP Protected EAP Properties [=]
Properties” window, uncheck the validate When connecting:
.o i ﬁ
server certificate and press the | Bises e s
"Configure" button Connect to these servers:
[&]saitmore CyberTrust Root | -

[] Class 3 Public Primary Certification Authority
[ Equifax Secure Certificate Authority

[] GTE CyberTrust Global Root

[] Microsoft Root Authority

["] Microsoft Root Certificate Authority

[ Microsoft Root Certificate Authority 2010 -
<« | 1 »

m

Do not prompt user to authorize new
certification authorities.

vers or trusted

Select Authentication Method:

[secured password (EAP-MSCHAP v2) ~ ||[ configure.... |

|7] Enable Fast Reconnect

[7] Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[ o ][ concel |
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e Make sure the check box on the EAP
MSCHAPv2 Properties screen that
appears is un-ticked and press OK,
and then OK again.

Protected EAP Properties

University of the
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EAP MSCHAPV2 Properties

When connecting:

B Automatically use my Windows logon name and
password (and domain ff any).

You should be on the “Security” tab again.

Now select “Advanced settings”.
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I ] CyberTrust Global Root

USC @ SouthBank Wireless Network Properties =<

Connection | Security |

Security type: \WPAZ-Enterprise v

Encryption type: [AES vJ

Choose a network authentication method:

(Microsoft: Protected EAP (PEAP) ~ || settings
[¥|Remember my credentials for this connection each
time I'm logged on
Advanced settings
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Once in “Advanced Settings” tick the Advanced settings
“Specify authentication mode:” check box 802. 1X settngs |02, 11 settings |
(if it is not already) and select “User ) Specify authentication mode:
authentication” from the dropdown list. [User authentication ~] [ save credentials

Delete credentials for all users

[ Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon

Maxirmiem delay (seconds): 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMs for machine
and user authentication

Now enter in your full USC email address USC| Advanced settings =]
and press OK, and then OK again. co [ 802 X settings [02,11 settings
[V] spedify authentication mode:
Windows Security

Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

|I- I aE l abcl23@student.usc.edu.au J
| | (2111111} |
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You should once again be on the usc @

“Security” tab. Press OK one last time to Seaxity
save all the settings for the USC @
SouthBank network you’ve just created.

Security type: |wPA2-Enterprise v

Encryption type: [AES v]

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) v|| settings
Remember my credentials for this connection each
time I'm logged on

ok || conce
You may find that a “Set network =) o ==
. ) &% Set Network Locati
location” screen appears for the e I
USC @ SouthBank network. If it Select a location for the 'USC @ SouthBank' network
does, please select the “Public This computer s d to a network. Windows will automatically apply the correct

network settings based on the network's location.
” H
network” option.
P Home network
-l 4 If all the computers on this network are at your home, and you recognize them,

=¥ this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

l i Work network
t" ) If all the computers on this network are at your workplace, and you recognize

< them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

Public network

If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

| Treat all future networks that I connect to as public, and don't ask me again.

Help me choose
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If your device was connected to USC @ SouthBank previously and will no longer connect, you will
need to modify the settings or remove the settings entirely and start again.
To do this, navigate to gy : 'E]
\ b4 <« Network and Internet » Manage Wireless Networks v | 44 ||| Search Manage Wireless Networks
“Manage Wireless Network” <2 [ - | g

USing steps 1 and 2 or the Manage wireless networks that use (Wireless Network Connection)
. Windows tries to connect to these networks in the order listed below.
note on the following page,

Se I ect USC @ SOUth Ba n k frO m Add Adapter properties  Profile types  Network and Sharing Center @
. . Networks you can view, modify, and reorder (1) ~
the list and click remove. Vi SN R
e

Please note: If your Windows 7 device does not have the wireless icon on the taskbar you can get

to the “Manage Wireless Networks” screen by going to the “Control Panel” and then “Network
and Sharing Center”.

e =1 fo E
Jl Getting Started pe— . DL
: = Gv (G4 ControlPanel » All Control Panel ems » v |6yl Search
! Connect to a Projector
—) usc I y i1 View b aeicons ¥
T Adjust your computer's settings Viewby: Largeicons
Documents P x
Sticky Notes ' Dateand Time 0 Default Programs E_J Desktop Gadgets
Pictures
Snipping Tool : PR e / . D :
% M 2 Device Manager Ay Devices and Printers Display
*.‘ XPS Viewer . N
l Computer @ Ease of Access Center r’ Folder Options h Fonts
@l Windows Fax and Scan
Control Panel ~ x
*@ Remote Desktop Connection 3 | GettingStarted Q& HomeGroup ¢ Indexing Options
Devices and Printers
: ifi Intel® PROSet/Wireless ;
% Magnifier Default Programs ook i e Internet Options < Keyboard
Help and Support =5, Location and Other J i
»  AllPrograms ' Sensors
Search programs and files gg‘ Fdow l! | nli:x; Notification Area lcons ‘@' Parental Controls B ook

If your device does not connect after following these steps please contact the Student IT Help
Desk if you are a student, or the Staff IT Service Desk if you are a member of staff.

Student IT Help Desk Staff IT Services Desk

Tel: +61 7 5459 4455 Tel: +61 7 5430 1237

Counter: Library Information Desk Counter: Level 4, ICT Centre (Building J)
Email: StudentITHelp@usc.edu.au Email: itservicedesk@usc.edu.au
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